CalOHII Communications


September 2020
For this month’s communications, our focus is on updates on CalOHII and Federal Health and Human Services (HHS) activities.  We are keeping our website up-to-date as state and federal guidance on the COVID-19 emergency are made available – refer to our home page for a summary of the most recent updates.
CalOHII Updates
· COVID-19 Support – CalOHII continues to support various state initiatives regarding the privacy of protected health information.
· [bookmark: _GoBack]Compliance Review Tools – The team has completed tool updates to reflect the latest version of the Statewide Health Information Policy Manual (SHIPM) – the specific tools updated are Compliance Review Artifact Request List, Compliance Review Tool and updated checklists for Business Associate Agreement, Business Associate Oversight, Facility Security Plan, Individuals Right to Access Health Information and Risk Assessment.  Updated tools are available on the Compliance Review page.
· 2020 State Health Information Guidance (SHIG) 2.0 – The stakeholder meeting process for the SHIG augmentation to address food insecurity was completed on August 20th with the final Closing Stakeholder Meeting. During this meeting, stakeholders who have participated with CalOHII for months by joining virtual small-group stakeholder meetings prioritized those use cases that they felt would most benefit their patients/clients. Thanks to the gift of their time and input, CalOHII can now begin drafting and reviewing use cases that will be featured in the final SHIG 2.0 document, which is slated to be completed in early 2021. CalOHII is very grateful to all its participants, 29 of whom joined us on the August 20th call. 
· 2020 SHIG 3.0 Begins – CalOHII will kick-off efforts for version 3 of the SHIG in early September.  This version focuses on foster children, minors, persons living with HIV/AIDS and persons living with developmental disabilities.
· Data De-Identification Guidelines (DDG) Workgroup – CalOHII continues to support workgroup activities – primarily focused on assisting with the development of an Agency-wide procedure for departments to implement the Data De-Identification Guide.
· Risk Analysis/Risk Assessment Focused Review – The results of the focused review are beginning to move through final reviews – we anticipate communication of results to departments in September.
· HIPAA Compliance - CalOHII continues to work with four (4) departments on completing their Corrective Action Plan (CAP) documentation and action items.  
· State Legislation Review – During this session, CalOHII has reviewed over 380 bills for potential health information or SHIPM impacts – we have prepared final analysis on three (3) bills that will likely be enrolled for the Governor’s consideration.  The Governor has until the end of September to sign or veto these bills.  We will prepare an impact analysis for those bills that are signed by the Governor. 
· Incident/Breach – CalOHII continues to review and follow-up with organizations regarding incidents reported to CalCSIRS.
· Technical Assistance – CalOHII continues to provide information to organizations and individuals with questions concerning the privacy protections of health information in California.
HHS News
· Office for Civil Rights (OCR) Issues Updated Guidance – OCR updated its guidance regarding how the HIPAA Privacy Rule permits a covered health care provider or health plan to use protected health information (PHI) to identify and contact individuals who have recovered from COVID-19 to provide them with information about donating plasma that could help patients with COVID-19.   More information about the updated guidance is on the OCR website or CalOHII’s Emergency Information Sharing page.  
· OCR Cybersecurity Newsletter – OCR published its summer 2020 newsletter titled “Making a List and Checking it Twice: HIPAA and IT Asset Inventories” providing a number of resources for creating an IT asset inventory and its importance when conducting a risk analysis/assessment.  A copy of the newsletter is on the OCR website.  
· HHS OCR Issues Bulletin on the 2020 California Wildfires and HIPAA – The HHS Secretary declared a public health emergency in California due to wildfires.  The Secretary has exercised the authority to waive sanctions and penalties against covered entities that do not comply with the certain provisions of the HIPAA Privacy Rule.  The bulletin is on the OCR website or CalOHII’s Emergency Information Sharing page.
Other News
· Healthcare Data Leaks on GitHub – HIPAA Journal is reporting personal and protected health information of patients are being exposed online through public GitHub repositories.  At least nine HIPAA-covered entities and business associates have leaked sensitive data via GitHub – involving 150,000 – 200,000 patient records.  Even if your department does not use GitHub, the actions of a business associate or other entity could have allowed unauthorized access.  CalOHII recommends all departments assess their possible exposure to this risk.  The full article is on the HIPAA Journal website.
Contact Us…
If you have any questions or comments about the content of this newsletter, contact us at OHIComments@ohi.ca.gov.

Past CalOHII Communications are on the CalOHII Communications - Archive page.
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