CalOHII Communications


October 2020
For this month’s communications, our focus is on updates on California Office of Health Information Integrity (CalOHII) and Federal Health and Human Services (HHS) activities as well as other healthcare industry news.  We are keeping our website up-to-date, as state and federal guidance on the COVID-19 pandemic are made available – refer to our home page for a summary of the most recent updates.
CalOHII Updates
· COVID-19 Support – CalOHII continues to support various state initiatives regarding the privacy of protected health information.
· [bookmark: _GoBack]2020 State Health Information Guidance (SHIG) 2.0 – Our first Advisory Committee meeting was held on September 15th.  During that meeting, we received input on the first of five draft scenarios regarding Medically Tailored Meal Pilot Programs.  The team continues work on draft scenarios – we anticipate another two to three draft scenarios will be ready for the Advisory Committee review prior to our next meeting on October 14th.  
· 2020 SHIG 3.0 – Efforts are underway to finalize scope for the SHIG 3.0 effort as well as finalize our stakeholder group for an upcoming survey and stakeholder sessions.  The team has also started initial research on the topics under consideration.
· Risk Analysis/Risk Assessment Focused Review – CalOHII continues to work on documenting the department-specific results of the focused review. 
· HIPAA Compliance – CalOHII continues to work with four (4) departments on completing their Corrective Action Plan (CAP) documentation and action items.  
· State Legislation Review – CalOHII is tracking three (3) bills with possible State Health Information Policy Manual (SHIPM) impacts – our November communication will include an impact analysis for those bills signed by the Governor. 
· Incident/Breach – CalOHII continues to review and follow-up with organizations regarding incidents reported to CalCSIRS.
· Technical Assistance – CalOHII continues to provide information to organizations and individuals with questions concerning the privacy protections of health information in California.


HHS News
· Office for Civil Rights (OCR) Settles Right of Access Investigations – OCR announced it settled five more investigations in its HIPAA Right of Access Initiative this year. "Patients can't take charge of their health care decisions, without timely access to their own medical information," said OCR Director Roger Severino. More information about these settlements are on the OCR website.  Refer to SHIPM policy 5.4.1 – Patient’s (Individual’s) Right to Access Health Information for more guidance on this topic.
· OCR Settles Three Breaches Caused by Hacks – OCR announced settlements with two organizations focused on patient records breached by hacking organizations.  The investigations found “longstanding, systemic noncompliance with the HIPAA Security Rule.”  “The health care industry is a known target for hackers and cyber thieves.  The failure to implement the security protections required by the HIPAA Rules, especially after being notified by the Federal Bureau of Investigation (FBI) of a potential breach, is inexcusable,” said OCR Director Roger Severino.  More information about these settlements are on the OCR website.  Refer to SHIPM Chapter 3 – Security for more guidance on this topic.
·  OCR and the Office of the National Coordinator for Health Information Technology (ONC) Release Updated Security Risk Assessment (SRA) Tool – Version 3.2 of the HHS Security Risk Assessment Tool is available. The tool provides an aid to small and medium sized health care organizations in their efforts to assess security risks. The latest version of the SRA Tool includes improved navigation throughout the assessment sections, export options for reports, and enhanced user interface scaling.  More information about the tool is on the ONC website.  
Other News
· National Institute of Standards and Technology (NIST) releases revised Security and Privacy Controls for Information Systems and Organizations (800-53) – Revision 5 for NIST Special Publication 800-53 represents a multi-year effort to develop integrated privacy and security controls into a consolidated catalog to strengthen and support the management of security and privacy risk.  NIST 800-53 provides the foundation for HIPAA security policies as well as SHIPM.  CalOHII is reviewing the updated document for possible impacts to SHIPM.  Revision 5 is available on the NIST website.
· California Cradle-to-Career Data System Webinars – California’s current data systems are not connected, making it difficult to answer important questions about how well our state’s education system is serving its students. California’s Cradle-to-Career Data System is a new, innovative statewide initiative that will make education, social services, and employment information more accessible for all. Please participate in an upcoming webinar to learn more about the proposed new educational data system and to provide your feedback on the intended approach.  Information about the webinars is on the California Data System website or contact Mansi Master by email at mmaster@wested.org.
· Insider Threat Resources – September was National Insider Threat Awareness Month – helping to emphasize the importance of detecting, deterring and reporting insider threats.  HIPAA Journal published an article that contains links for resources and tools to raise awareness and educate staff.  The full article is on the HIPAA Journal website.
Contact Us…
If you have any questions or comments about the content of this newsletter, contact us at OHIComments@ohi.ca.gov.

Past CalOHII Communications are on the CalOHII Communications - Archive page.
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